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I.  Introduction

Enonymous.com is a for-profit enterprise that began reviewing and rating the privacy policies of Web sites for its customers with the goal of creating a product that informed consumers of privacy on the Web while they surf.  The resulting excitement over enonymous.com’s independent privacy policy ratings led to an unanticipated amount of press coverage. Within weeks of the company’s launch in October 1999, the ratings were mentioned in Time, Newsweek, Fortune, Business 2.0, the Industry Standard, the New York Times, and the Boston Globe, among others.

Subsequently, the privacy analysts at enonymous expanded the scope of their endeavor to enhance both the breadth and depth of the rating system.  As of February 2000, the enonymous database of privacy policy ratings includes over 30,000 total entries for approximately 29,200 unique WWW URLs.  Each Web site entry is assigned a one to four star rating, based entirely on the domain’s publicly posted privacy policy /statement.  The rating represents what a site may do with visitor’s personally identifiable information (PII).  Without explicit language that rules out specific practices, the rating will reflect such practices may potentially occur.  A one-star rating, for example, does not imply that a site will sell PII without user consent, or even that it will sell PII data, rather that the privacy policy of that site does not rule out the possibility of sharing PII without user consent.

A word of caution:  Many readers of this report may interpret the findings incorrectly by assuming that a 1-star rating is “bad.”  This is not entirely accurate, though we do hope that 1-star sites feel the incentive to improve their privacy practices, policies, and therefore enonymous rating.  The fact is that any site that publicly declares its usage of customer information in a privacy statement is acting above the requirements of U.S. federal law.  Many sites assigned a 1-star rating actually have much better practices than their policies represent.  Indeed, many sites that have voluntarily submitted to TRUSTe watchdog efforts are rated independently by enonymous with 1- as well as 4-star sites.  So while a 1-star rating is certainly not bad, it does show there is room for improvement – both in the clarity of what is promised in privacy policies, and the respectfulness of data practices.

When we consider the summary of the Federal Trade Commission’s June 1998 Report to Congress “Privacy Online,” which surveyed 1400 Web sites, the improvement in Internet privacy policies becomes clear:

“The Commission's survey shows that the vast majority of Web sites -- upward of 85% -- collect personal information from consumers. Few of the sites -- only 14% in the Commission's random sample of commercial Web sites -- provide any notice with respect to their information practices, and fewer still -- approximately 2% -- provide notice by means of a comprehensive privacy policy.” 
Based on our findings which follow less than two years after the FTC’s report, 630 sites among the Top 1000 (according to PC Data Online, Feb 2000) now post a comprehensive privacy policy: roughly a thirty-fold improvement in less than two years.

Since federal law does not require sites to have privacy policies, it is commendable that so many sites post a policy at all, and credit is due to the sites that voluntarily provide such information.  The free market appears to have some sway here, which is what one should expect from informed consumers who will demand respect for privacy – and reward companies that provide it with competitive advantage.  Credit also goes to the non-profit organizations such as Electronic Freedom Foundation, EPIC, Center for Democracy and Technology, Better Business Bureau, the Privacy Rights Clearinghouse, and TRUSTe who have encouraged the posting of privacy policies.  Much remains to be done, however, and the burden remains on companies to improve their privacy practices.  One of our goals is that the 4-star system will provide clear guidance where sites can improve their policies and/or practices in ways that matter to consumers.

The main conclusion one should draw from this report is that privacy on the Internet is evolving, and apparently improving.  More sites post privacy statements than ever – and the number is growing every month.  More sites seek customer permission for use of their data.  More sites abide by newly established standards and norms.  Enonymous is officially neutral on the question of whether legislation would help this progress, because there is good evidence that self-regulation is working.  On the other hand, actual violations of privacy do indeed occur, but it is not clear if this is a serious problem requiring remedy.  We hope the alarmist tendencies surrounding this debate do not turn this study into a weapon against the industry, which is contrary to its purpose.  
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II.  Definition & Methodology

II.A   History and Description of Enonymous Privacy Ratings

The enonymous.com privacy rating methodology uses the publicly posted privacy policy of a given English-language site as the basis of analysis.  We conduct the ratings independently, to the extent that the site is not made aware of our operation during the rating.  

An analyst visits the given site, locates the publicly posted policy, and makes a dated copy for our review and record.  Our goal is to assess a policy using three simple criteria on how the site uses or potentially uses visitors’ personally identifiable information (PII).  In brief, we assess the policy regarding (1) contacting visitors beyond the primary purpose of data collection, (2) share, trade, or sell user data, and (3) conduct such use with explicit visitor permission.  We define “primary” use as the main reason a user submits the data, such as providing home address and email for a product shipment.  We define “explicit permission” as the provision of a consent mechanism at the point of collection.  For example, an online retailer would have a form for purchase of its products, which the visitor would complete for the primary purpose of receiving shipment; and the retailer’s form would include an opt-out box next to a declaration that the visitor will receive regular e-mail messages with offers unless he/she un-checks the box.  Providing a consent mechanism at the point of collection is essential, whereas offering an after-the-fact opt-out e-mail solution fails our test of explicit permission.  

The rating system used by enonymous analysts beginning in the summer of 1999 is focused on the notice and choice offered to visitors about the use of their PII, which happen to be the first two principles of the FTC’s five fair information practice principles.  The ratings have not included other factors such as (1) cookies, (2) security, (3) access/participation, (4) enforcement/redress.  Do these factors deserve attention?  Absolutely.  Will enonymous.com rate sites according to these factors in the future?  To some extent, yes.  A new ratings matrix is being deployed this spring, and preliminary results from that are contained in this report.  The expansion of the enonymous ratings matrix is also under review to cover other areas of interest to consumers, government, and industry.  We will announce changes in our ratings matrix as they are developed and tested.

II.B   Rating Methodology

For the purpose of this report, we can summarize the operating analytical rules used in the enonymous ratings matrix for the last nine months on the 30,000 sites in our database.  The analysis of any given privacy policy results in discrete answers to these following questions, which form the basis of each site’s 1-4 star rating:

Enonymous Ratings Matrix – Core Questions

Q. Does this site collect personally identifiable information?

A.  Potential Answers (based on actual practices)

1. No.

2. Yes.

3. Unknown.

Q.  Will this site contact you?

A.  Potential Answers (based on the privacy policy)

1. This site will not contact you.

2. This site does not contact you without your explicit permission.
3. This site claims to ask for your permission to contact you, but does not provide a consent mechanism at the point of collection.  It therefore may contact you without explicit permission.
4. This site may contact you without your explicit permission.

5. Unknown (collapses to answer #4).

6. This site reserves the right to change its policy without notification (collapses to answer #4).

Q.  Will this site share visitor data? (includes sale & trade of PII)

A.  Potential Answers (based on the privacy policy)

1. This site does not share your personally identifiable information with third parties.
2. This site will only share your personally identifiable information with third parties with your explicit permission.
3. This site claims to ask for your permission to share PII, but does not provide a consent mechanism at the point of collection.  (collapses to #4)
4. This site may share your personally identifiable information with third parties without your explicit permission.
5. Unknown (collapses to answer #4).

6. This site reserves the right to change its policy without notification (collapses to answer #4).

Note: explicit permission is defined as the provision of a consent mechanism at the point of data collection.
Based on the analysis of the above questions, our analysts assign a numeric rating from 0 to 4.  Zero (0) means the site has no posted privacy policy.  The ratings are summarized below with abbreviated and detailed descriptions:

Contact with permission   (4 stars) 
This site does not contact you without your explicit permission. This site does not share your personally identifiable information with third parties.

 
Share with permission   (3 stars)
This site does not contact you without your explicit permission. This site will only share your personally identifiable information with third parties with your explicit permission. 

 
Contact without permission   (2 stars)
This site may contact you without your explicit permission. This site will only share your personally identifiable information with third parties with your explicit permission.

 
Share without permission   (1 star)
This site may contact you without your explicit permission. This site may share your personally identifiable information without your explicit permission.

 
WARNING: No privacy policy   (None)
This site has no privacy policy

Examples are presented below of the privacy ratings graphics.  Visitors to privacyratings.com can use a free reference tool to check any major site’s rating.  The graphics are also used in the enonymous advisor browsing companion in real-time as consumers surf to individual Web sites.
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II.C   Source of Statistics

The roughly 30,000 sites that have been rated include the most frequently visited unique domains on the World Wide Web (WWW) based on number of page views.  We used the members of the enonymous community who download our software and voluntarily opt-in the enonymous community as the basis for metrics on WWW page views.  The enonymous clickstream database is identity-free, and has a high correlation with the top sites ranked by PC Data online, Media Metrix, and NetRatings.

In addition, PC Data Online supplied the list of the Top 1000 most-trafficked Web sites for the month of February 2000, which is the basis of the study’s Top 1000 section.

A common question asks why we rated 30,000 – Why draw the line there?  The answer is that 30,000 provided a number some twenty-one times larger than the Federal Trade Commission’s June 1998 study based on a sample of 1400 sites.  This number is large enough to provide a comprehensive analysis across top level domains (TLDs) and across levels of traffic.  Most importantly, however, we provided ratings for 30,000 sites so that we could be sure to provide a good service to our customers – so that no matter where they visited on the WWW, there was a very high probability that one of our privacy analyst had been there first to review the privacy policy.

III.  Results

III.A
Summary of the Results

1. A majority of Web sites don’t post a privacy policy.  77.2% of the top 30,000 sites had no privacy policy.  There are two important caveats: many sites collect no visitor data, which is a common reason given for not posting a privacy policy.  Second, among the most trafficked Web sites, almost all publish some kind of privacy policy / statement.  For example, 47 of the Top 50 PC Data online sites (Feb 2000) do post a privacy policy.

2. Dot Coms are leading the way.  Among non-government sites, dot coms have the highest percentage of sites with some kind of policy (24.7%), significantly higher than .org (14.4%), .net (15.4%), and .edu (3.2%) top level domains.  In addition, the dot com sites make up the vast majority of overall Web sites: the dot coms with a privacy statement vastly outnumber all .org, .net, .edu, and .gov sites combined.

3. Consumers are regaining control.  Of the roughly seven thousand sites we rated that post privacy policies, only 34% percent of those may actually sell personally identifiable information without user permission.  And may is the operative word – since many policies use phrases such as “This site doesn’t sell your data, but may do so in the future.”  A full two-thirds of Web sites that have a privacy policy rule out the sharing of PII without the explicit permission of individual visitors.

4. Policies change frequently.  Aside from the practice of “reserving the right” to change a policy at any time, Web sites do in fact update and edit their policies regularly.  In the nine months since our initial review, early indications are that some 27% of the top 1000 sites changed their privacy policy significantly enough that it received a new rating.  This insight comes on top of the broad trend among a majority of major sites to post some kind of policy, in sharp contrast to the finding two years ago when the FTC reported only 2% of the top 1400 sites posted a policy.  
III.B
Overview of Enonymous Privacy Ratings

Enonymous.com rates any and all types of Web sites – including top level domains mentioned above and quite a few more, such as .us, .ca, .uk, .au, .jp, and many more.  The results described here include a snapshot of our database that includes 29,260 specific domains, a number that was frozen in February 2000.  Table 1 and Figure 1 show the overview of how all those sites were rated.

Table 1.  Overview of Site Privacy Ratings

	4-star   (contact with permission)
	1027
	3.51%

	3-star   (share with permission)
	799
	2.73%

	2-star   (contact without permission)
	2580
	8.82%

	1-star   (share without permission)
	2251
	7.69%

	None    (warning: no privacy policy)
	22603
	77.25%

	TOTAL
	29260
	100.00%


 Figure 1.  Pie Chart of 30,000 Sites’ Privacy Ratings
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III.C
Top Web sites 

Starting in January 2000, our analysts revisited the top 1000 Web sites according to unique users as measured by PC Data online.  The new ratings utilize a slightly refined ratings matrix, and revealed quite a few changes in privacy policies since the 1999 review.  By using the refined rating matrix, we were also able to see how many sites engage in particular practices, what kind of language they use in their policies, and still support the same 4-star symbology.  This section describes the findings of our detailed research into these top Web sites.

First, Our analysts noticed that larger sites tend to be more sensitive to privacy issues, and the results in Table 2A appear to bear this out.  Over four fifths of the top 200 Web sites post a policy, a much better record than the full sample.    

The high percentage of 1-star policies (45.0%) is no surprise, as anything higher than a 1-star policy implies a very sophisticated policy and the specific ruling-out of certain practices.  Even among the largest Web sites, we find they often do not comment on an issue - such as the sale of customer data - even when they do not engage in it.  

Table 2A.  Privacy Ratings of the Top 200 Web sites 

(SOURCE:  traffic according to PCDataOnline; privacy analysis by enonymous.com) 

	
	Count
	Percentage

	4-star   (contact with permission)
	18
	9.0%

	3-star   (share with permission)
	34
	17.0%

	2-star   (contact without permission)
	25
	12.5%

	1-star   (share without permission)
	90
	45.0%

	None    (warning: no privacy policy)
	33
	16.5%


The trend of more sensitivity at larger sites appears persistent, evident in Table 2B.  As the sample size is expanded, privacy sensitivity decreases.  The companion Figure 2 also shows the trend lines, with accompanying observations.  One would expect such a pattern following the diffusion of an idea (Rogers 4th Ed., 1995).  The larger sites will tend to be more sophisticated and aware of industry-wide issues.  As Internet privacy has grown in importance, the larger sites presumably picked up on it first and were the “early adopters” of better privacy practices.  The diffusion pattern has been observed in thousand of empirical case studies, and based on that one should expect an accelerating adoption of privacy policies for the next two years, even as the leading Web sites improve their privacy practices still further.

Table 2B.  Privacy Ratings of the Top 50 - 1000 Web sites 

	 Count
	Top50
	Top100
	Top200
	Top500
	Top1000

	4-star
	3
	8
	18
	44
	86

	3-star
	13
	22
	34
	60
	87

	2-star
	3
	4
	25
	76
	149

	1-star
	28
	54
	90
	166
	308

	None
	3
	12
	33
	154
	370

	
	
	
	
	
	

	 Percentage
	Top50
	Top100
	Top250
	Top500
	Top1000

	4-star
	6.0%
	8.0%
	9.0%
	8.8%
	8.6%

	3-star
	26.0%
	22.0%
	17.0%
	12.0%
	8.7%

	2-star
	6.0%
	4.0%
	12.5%
	15.2%
	14.9%

	1-star
	56.0%
	54.0%
	45.0%
	33.2%
	30.8%

	None
	6.0%
	12.0%
	16.5%
	30.8%
	37.0%


Figure 2.  Privacy Rating by Site Size
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There are a number of observations of Figure 2 worth noting:

· The clearest trend is that a higher proportion of larger sites actually post a policy.  The proportion of “Rating: None” sites rises from 6% to 37%.

· Three star policies are less and less common among a larger sample.  Since the 3-star rating implies a very sophisticated practice, this is not surprising, but stands in contrast to the relatively consistent proportion of 4-star sites across samples.  In fact, the proportion of 4-star sites actually increases, indicating that the most private surfing can potentially be found among less-trafficked sites.

· 1-star policies are much more common among larger Web sites.  

· ratings breakdowns of policies among the top 500 and top 1000 sites are very similar.  They only significant difference is that about 6% more top1000 sites have no privacy policy, with roughly 3% less of both 1-star and 3-star policy types.

Ratings Matrix 

The full ratings matrix goes beyond the 4-star numeric system that consumers see in the enonymous software and the free ratings check service at privacyratings.org.  Our analytical report on each site actually contains the detailed answers to the questions described above (does the site collect? does the site share? does the site contact?).  The following tables report the results of this detailed ratings matrix for the top Web sites.  

A note on the shorthand used is essential.  As described above, each question can have only one answer.  Possible answers to “Does this site collect PII?” are yes (y), no (n) and unknown (u).  Possible answers to the other two questions “Does this site contact the user?” and “Does this site share PII?” are more complex.  They include yes (y), no (n), unknown (u), yes with explicit permission (yp), and yes with explicit permission that fails to provide a consent mechanism (ypf).  A final answer that our analysts used is primary (primary) which allows a 4-star rating for sites that use PII for a primary purpose of regular contact with unsolicited messages (e.g. news emails) and permission marketing programs.

Table 3A presents the results of the matrix for the top 200 sites according to PC Data.  By surveying the Web sites for actual data collection forms, we confirmed that exactly 191 of the 200 sites collect of some kind of PII, whereas a mere four sites collect nothing.  Yet, when we examine how the privacy policies describe data usage by the site (to contact users directly or share with third parties), much is left ambiguous.  For example 22% of the sites have unknown contact processes, and 19.5% of the sites do not clarify whether or not they share visitor data.  Only one site declares that it will never contact users, while 44 have ambiguous statements or do not specify whether or not they will contact users.  Regarding the selling, trading, and sharing of PII, 14.5% of privacy policies among the top 200 rule it out.  Notably, a large number of sites ask for a user’s consent to use PII for contacting them and to share with affiliates.  The majority of those permission-driven sites even meet our criteria by having a consent mechanism at the point of collection.

Table 3.  How do the top sites use personally identifiable data from visitors?

(SOURCE:  traffic according to PCDataOnline; privacy analysis by enonymous.com) 

	Top 200
	Collect
	Share
	Contact

	Primary
	0
	2
	2

	Yes
	191
	74
	92

	Yes with permission
	0
	37
	52

	Yes with permission – failed
	0
	19
	9

	No
	4
	29
	1

	Unknown
	5
	39
	44


	 Top 1000
	Collect
	Share
	Contact

	Primary
	0
	15
	8

	Yes
	868
	220
	336

	Yes with permission
	0
	116
	200

	Yes with permission – failed
	0
	70
	40

	No
	30
	180
	25

	Unknown
	102
	399
	391


In summary, different opinions on whether these statistics show respect or disrespect for consumer privacy can be made.  Whether or not one likes the practices described, at least Web sites among the top 200 and top 1000 are doing a fairly decent job of describing what their site will do with PII.

III.D
Top Level Domains (TLD’s)

We found that different Web sites treat privacy differently when we examine sites by top-level domain (TLD).  Not surprisingly, the .gov sites had the highest percent of sites with a posted privacy policy at 69%, as shown in Figure 3.  While this is obviously a high rate, it is still not perfect.  A full third of government sites still don’t post privacy policies.

The other TLD’s seem to have much lower percentages, but we need to keep in mind that Figure 3 includes nearly 30,000 site ratings.  The higher trafficked sites are more likely to have policies, so that broader analyses will always show lower percentages.  With that in mind, the fact that 25% of dot coms have a policy becomes very impressive.  Indeed, .com Web sites make up more than 24,000 of the 30,000 site ratings.  

In contrast, .net and .org domains have about equal probabilities of posting a privacy policy – around 15%.  This is significantly below the .com posting rate, and especially because these types of sites are less numerous.  The lowest rate of posting is established quite decisively by .edu sites.  Of the 309 .edu domains rated by enonymous.com, only ten post a privacy policy.

 Figure 3.  Top level domains
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Table 4.  Rating of Privacy Policies by Top Level Domain

	
	.com
	.org
	.net
	.edu
	.gov

	4-star   (contact with permission)
	873
	49
	41
	2
	27

	3-star   (share with permission)
	720
	23
	26
	3
	6

	2-star   (contact without permission)
	2343
	65
	106
	3
	11

	1-star   (share without permission)
	2052
	48
	88
	2
	8

	None    (warning: no privacy policy)
	18213
	1097
	1434
	299
	23

	Total
	24201
	1282
	1695
	309
	75

	Percent with a Privacy Policy
	24.7%
	14.4%
	15.4%
	3.2%
	69.3%


Moving beyond the aggregate TLD numbers, Table 4 shows the relative makeup of the sites which actually post a policy.  The results are about equal across TLDs, with the only significantly higher than average ratings being .gov domains.  Because of their high numbers, the .com breakdown by rating is almost exactly on par with the overall numbers from Figure 1 above, while .net sites are almost identical in makeup, but .org sites appear to have a third more 4-star sites and a third less 1-star sites relative to the average.  Since the number of .edu sites with a policy is only 10, the findings for that TLD may not be statistically sound.

 Figure 4.  Absolute comparison of ratings across TLD’s
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Figure 4 shows graphically how the .com’s overwhelm these privacy statistics, using absolute numbers as the basis of the comparison.  In contrast, Figure 5 is made up of two graphics, both showing the relative composition of privacy policy ratings among different TLDs.  

Figure 5.  Absolute comparison of ratings across TLD’s
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As mentioned above, the proportion of .com sites with 3- and 4-star ratings is higher than any other major domain.  Government sites are the exception.  But since there are so many .com sites in the first place, the second graphic in figure 5 (relative B) shows the composition comparison without counting sites that have no privacy policy.  Here the critical observation is the similarity of rating compositions across TLDs.  Among sites with policies, all TLDs have a solid third which are 3- and 4-star sites.  Another third are 2-stars.  And the final third are 1-star sites.  Again, only .gov sites are significantly dissimilar, but they too have a share of sites in every rating category.

These figures provide a unique insight into the composition of privacy policies on the WWW.  What we hope to provide as a guide for policy discussion on the topic is a time dimension, which brings us to the next section.

III.E
The Evolution Of Privacy – Adding A Time Dimension

What most of this study provides is a snapshot in time of privacy ratings done by analysts at enonymous.com over during the last six months up until February 2000.  Like previous studies by FTC released in June 1998, and Mary Culnan of Georgetown released in June 1999, this snapshot in time is informative, and does appear to show great improvement by the Internet industry.  But none of these studies – including this one – have a robust time dimension, which can show the evolution of privacy practices over time.

To provide such a perspective, enonymous.com is undertaking a project called the Privacy Index, which will provide week-by-week data on changes in the privacy policies of the Top 1000 most-trafficked sites according to PCDataOnline.  We anticipate having the first release of the Privacy Index in May 2000. We are able to this because enonymous.com is deploying a URL tracking technology, which allows our analysts to monitor changes in posted policies of any site in the Index within 24 hours of any change.  

A cursory examination of our results is presented in this draft, and should be viewed with caution.  For example, we assess our analysts have changed the ratings of 26.7% of the top 1000 sites since the time of their initial rating to the first review of the Privacy Index, which occurred in late February. The average duration between the first and second rating of a site was three months.  This churn rate appears high, but is not surprising in historical context considering that only 2% of sites had comprehensive privacy policies in mid 1998 according to the FTC.
Not only did our aggregate results fluctuate, but also underlying this was a tremendous amount of movement up and down the ratings.  One hundred and seventeen (117) sites had an improved rating, while one hundred and fifty (150) earned a lower the second time around.  This implies that at least 267 of the top 1000 sites made significant modifications to their privacy policies.  This is not necessarily the maximum.  In all likelihood, even more (perhaps all) of the sites modified their privacy policies in the last quarter, which would not be too surprising given the increased scrutiny of the issue. 

Table 5.  Privacy Policy Churn among the Top 1000 Sites

	Improved
	# sites
	Declined
	# sites

	+ 3
	16
	- 3
	15

	+ 2
	36
	- 2
	59

	+ 1
	65
	- 1
	76

	Total
	117
	Total
	150


III.F
Why Do Privacy Policies Change So Frequently?

Our analysts can only speculate as to why policies appear to have changed, and significantly changed, during the last 9 months.  We note that there are two types of change, and both are ongoing.  Some sites are improving their privacy policies with clear restrictions on data usage, consent mechanisms, security, and the ability for users to edit/delete their personal data.  Simultaneously, some Web sites are loosening their privacy policies to provide fewer restrictions, for whatever reason.

On the one hand, many Internet companies will attempt to use their stronger commitment to privacy as a competitive advantage, which is how the pressures of the self-regulating market should operate.  In fact, we’ve had frequent inquiries from Web managers asking how they can qualify for a higher rating, and often they are not actually doing all of the activities their privacy statements give them room to conduct.  For example, a policy states the site may contact consumers with special offers – but in fact, the site does not do so.  By ‘tightening up’ such policies to more accurately reflect actual (not potential) practices, these sites qualify for a new rating, and often a higher one.  Other sites have changed their behavior outright.

On the other hand, more Web sites may see privacy lawsuits as a threat.  The new scrutiny from the FTC and the press, as well as the constant danger in business of the threat of class-action law suits, creates an environment where privacy policies may be loosened.  This is where our analysts have seen the very common use of “This site does not do X with customer data, but reserves the right to do so at any time.”  

We should be able to provide much more insight on this issue in the coming months as we collect time-series data on privacy policies.  As described above, privacyratings.org (a free service from enonymous.com) will issue the first “Privacy Index” in May 2000.

IV.  Conclusion

Our analysis of the top 30,000 WWW domains provides a unique, comprehensive glimpse at the state of privacy policies.  While the scope of our study is wide, the perspective is tightly focused on how sites claim to treat PII.  Our findings can be summarized as promising for self-regulation, but still showing gaps.  There are no standard guidelines for what should be in a privacy policy, and our analysis discovered a subjective range of what is included – often sites neglect to mention what they do NOT do with data, which we believe would be helpful to consumers.

As for the statistics we’ve assembled on privacy policies, they show a picture of an industry in flux.  The notion of publishing a privacy policy is itself rapidly diffusing from the larger, more sophisticated sites to the middle tier and beyond.  Simultaneously, there is an increasing sophistication in site privacy policies, with an increasing respect for explicit consumer choice over how PII is used.  It is unclear at this stage how the treatment of privacy on the Internet will continue to evolve.  A time dimension is critical to understanding how the industry is changing, and future studies from enonymous.com will aim to provide that perspective.  

It remains unclear if privacy-specific regulation of the Internet by government will accelerate or confuse what is being shaped by market forces.  As we have learned while conducting the ratings, there are many dimensions to how PII is treated (both online and off), and this study’s focus on PII sharing and contact are consumer sensitivities.  Future studies by enonymous and others should strive to comment on all the relevant dimensions of the issue.  

At a minimum, we hope this first study in our series provides consumers with a clearer picture of how Web sites are dealing with the issue of Web privacy.  While policies and practices are not necessarily identical, we believe there is a very high correlation.  A privacy policy is enforceable by law as advertising, and arguably as a contract, and we have been pleased to see the U.S. government pursue cases against sites that violate stated privacy policies.  Enonymous.com will continue to support such efforts, and continue to provide the best privacy ratings system available to help the public as well as our user base understand the issue and arm themselves with objective information.

Appendix 1.  Guidelines for Privacy Policies

One goal of a privacy policy is to publicly declare how a site uses the personally identifiable data collected from its visitors. This is the fundamental criterion enonymous.com uses in its ratings.  To that end, our analysts have discussed what set of guidelines might be helpful to a Web manager when writing a policy, and the following list is the result of that discussion.  As our community formulates norms and standards for Web privacy policies, we hope our experience in analyzing so many of them provides helpful insights.

1. Sites should post a policy. Period. Even if your site doesn't collect any visitor information, you should still publish a statement that declares that fact. Saying nothing can imply you are hiding dubious practices. 
2. Say what you don't do. Don't sell data? Don't spam users? Don't even collect visitor information? Then say so in your privacy policy! Privacy policies are often clear about what they do with visitor data, but forget to clarify what they don't do. In every case, your policy should be clear about what your site does and does not do with personally identifiable data.
3. No Loopholes. Many policies "reserve the right" to change their policies without notifying users. Ratings from enonymous.com are intended to inform the user what may possibly happen with identifiable visitor data - and in cases where sites "reserve the right" to do something, that means such practices are fair game for our lowest ratings. If your site claims to not use visitor data for such and such purpose, but then immediately adds, "We may choose to do so in the future," then enonymous.com cannot logically guarantee the non-possibility of such use.
4. Define affiliates. Most policies that say they share data with "affiliates" neglect to mention who those affiliates are, how the term is defined, why affiliates need such information, and what they are going to do with it. This should be disclosed. 
5. Opt-in. Many policies say, "this site provides users the opportunity to opt-out of receiving communications at the point where we request information." Yet some sites fail to actually provide this mechanism at the point of data collection. In general, we recommend getting explicit permission from visitors in the form of a consent mechanism regarding any usage of identifiable data beyond the primary purpose of its collection.
6. Define user consent. Very often, there is the statement "we do not collect any information other than what you choose to disclose to us…" This may imply that by submitting information, a visitor has implicitly given consent, and needs to be clarified. 
7. Avoid vague language. Understandably, privacy statements are vague and legalistic because they serve two purposes: informing visitors, and also protecting the site from potential lawsuits. While we sympathize with the tension between those goals, clarity of prose should help - not hinder - visitor frustration and confusion concerning the use of their data at your site.
Beyond this, there are many other topics that a privacy policy should address.  In all cases, we recommend that a policy describe both what a site will do and will not do.  For example, site A will use third party cookies, but will not allow those cookies to be linked to personally identifiable information.  As for the other topics that a policy should address, at a minimum we recommend including information regarding (1) cookies and (2) security.  

Appendix 2.  The 4-Star Best Privacy Seal

In conjunction with the four star ratings system, enonymous.com initiated a privacy seal program for Web sites that qualify.  Unlike other seal programs, the “Best Privacy” seal can only be posted by Web sites that abide by our strict 4-star criteria.  Another unique distinction of the enonymous “Best Privacy” seal is that it is free to Web sites.  This frees enonymous.com from a conflict of interest in having our firm’s activities funded by the organizations we rate.  It has the added benefit of benefiting smaller companies that practice good privacy, but cannot afford to pay for recognition.

There are two very simple requirements for sites interested in obtaining a free enonymous privacy seal:

· Never contact the Internet user without their explicit permission. 

· Never share user contact information with third parties.

Qualifying Web sites can certify their practices at our site, and our analysts will then process the certification by checking the applicant site for free.  If the site is successfully certified, and signs a two-page license agreement, then it can post the seal.  More information on the Best Privacy seal is published online at http://www.privacyratings.org/bestprivacy.htm.
Appendix 3.  About enonymous.com

Located in San Diego, enonymous.com is a venture-funded company that was formed to facilitate e-commerce through its privacy-driven products and services.  In October 1999, the company introduced a simple but revolutionary solution that sets new privacy standards for conducting e-commerce by giving e-consumers more control of their personal information.
The Company is differentiated in the consumer privacy market in three key ways: 

· enonymous.com offers a complete set of integrated products and services, which address both consumer and Web site requirements for facilitating e-commerce without the risk of lost personal privacy.
· enonymous.com is the only company to provide consumers with convenient, meaningful information about the privacy practices of the Web sites they visit, enabling them to make informed decisions before engaging in an online purchase.
· The company achieves its privacy-driven objectives without ever knowing the names, e-mail addresses or the identities of the e-consumers it serves.
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